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In most industries, we look to vendors as trusted partners for many aspects of our supply chain.  
From your landscaping company to an organization entrusted with highly sensitive, confidential and/
or regulated data or system components, it is important to always have full insight regarding your 
business partners. 

As noted in the 2021 Prevalent Third-Party Risk Management Study and compounded by the growing 
number of recent Third-Party data breaches, third-party service provider (TSP) risk management 
has become a mandatory part of any organization’s risk management framework, but only 40% of 
respondents to that study survey said their Third-Party Risk Management (TPRM) programs are 
expanding based on these concerns. This level of risk management is gaining increased visibility and 
is a common topic among executives and Boards of Directors.

With the tremendous need to ensure that introducing new TSPs does not introduce unnecessary and 
unknown risks, FoxPointe Solutions is providing the following three-part article to help organizations 
build or mature their required TSP risk management practices through the entire lifecycle.

1. Vendor Onboarding and Contracts

Vendor onboarding is the first step in the TPRM program and starts with the collection of the 
information needed to approve the selection of a given supplier. By having a strong onboarding 
process, you can have insight into and avoid many risks upfront, not to mention that it will help with 
increased efficiency and reducing the amount of time needed to approve and activate new vendors.
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Including the following steps needed in your TPRM program will 
help ensure that your organization is off to a strong start:

 � Create a Documented Program: Establish policies and 
procedures.

 � Buy-In: Obtain buy-in from top executives.

 � Key Players: Identify an organizational lead

 � Set Expectations: While each vendor will vary, your 
organization will have common requirements or areas you 
will want to review as part of the evaluation.

 � Invest: Invest in personnel and technology to drive the 
program.

 � Scope: Scope the services or the product(s) being supplied 
and the conditions and controls for delivery.

 � Standards: Contracts need to include performance and 
service level standards.

2.  Basics of Third-Party Risk Assessments  
and Risk Rankings

Effectively performed TSP risk assessments are key as they allow 
organizations to identify their risks with every vendor relationship 
and enable proper due diligence requirements accordingly. To 
initiate this process, you will want to consider having the following 
in place:

 � Inventory: A centrally managed list of all vendors.

 � Vendor Detail: Maintain vendor detail such as contact 
information, services or products being delivered, whether 
the vendor has access to sensitive information (logically or 
physically), contract detail, assigned manager/owner, due 
diligence timelines, and so on.

 � Definitions: The risk rank (i.e., low, moderate, high) refers to 
the inherent risk of a product or service before considering 
implemented controls in the environment.

As you complete the vendor risk assessment, once you have an 
accurate inventory and clear definitions, consider these common 
steps and components as a baseline.

1. Define and Identify Risk: For each vendor, based on the 
definitions discussed above, define whether that vendor is 

critical or non-critical to your organization and if they are a 
high, medium, or low risk based on inherent risk. This is the 
level of risk that comes with having the relationship with a 
vendor upon first review or before much knowledge of the 
controls implemented to help reduce risk. This will be based 
on answers to questions like the following:

 � Compliance risk: What laws and regulations affect you 
that they must follow and what are they doing to follow 
them?

 � Financial risk: Is the vendor financially stable?

 � Geographic risk: Where does the vendor operate? Is any 
part of the operation in a risky location (e.g., prone to 
natural disasters)? Do you have mandatory requirements 
for certain locations?

 � Operational risk: Do they have policies and procedures 
and how could daily processes put your organization at 
risk? Do they have access to sensitive data?

 � Resource risk: Do they have adequate resources to do 
what you are asking of them?

 � Replacement risk: How easy would it be to replace them?

 � Reputational risk: How will working with them affect 
your organization’s reputation internally and externally?

 � Strategic Risk: What would happen if the vendor 
makes a business decision that does not align with your 
organization’s objectives?

 � Technical risk: How complete are their IT and data 
management policies, processes, and infrastructure?

2. Mitigate Risk: Discuss concerns with the vendor and collect 
documentation to show that controls are in place to help 
understand the risk that remains (residual risk).

3. Determine Oversight Requirements: Final risk ranking will 
help drive the type and frequency of ongoing monitoring and 
oversight.

4. Report Results: Results should be presented to Senior 
Management and the Board to keep them aware of risks, 
relationships, and the activities being done to manage the 
program.

5. Update and Review: Risk assessments should act as living 
documents, needing to be updated regularly as relationships, 
conditions, and risk evolve.
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6. Consider Fourth Party Relationships: Your TSP’s vendors 
may be your fourth party vendor and that a fourth party may 
have a considerable impact on your business. It is absolutely 
important to gain a clear understanding of those fourth party 
relationships and integrate that into your TPRM program.

3. Ongoing Vendor Monitoring

Vendor risk changes over time. It is highly critical to perform 
continued monitoring of the third parties you use. Based on the 
risk, criticality, and scope, the extent and timing of these reviews 
will vary. While it may be easy to see if the product or service 
contracted for is delivered, it is hard to understand if the vendor 
is following the other expected business, security, and privacy 
activities that you would expect without ongoing and regular 
monitoring.

Vendor Reporting: You will not be able to monitor each 
transaction or full vendor operations 24 hours a day, but your 
vendor may be able to do so. Having the vendor monitor key 
metrics and provide insight into things like security, vulnerabilities, 
and uptime will drive further discussion or assessment.

Assurance Documentation: What lies behind all vendor 
management is ensuring the continued confidentiality, integrity, 
and/or availability of services and data. A more reliable and 
objective option that should be considered is collecting your 
vendor’s assurance reports. These reports are based on audits 
performed either internally or by an independent third party. The 
results of those reports often will provide insight to the product or 
service expectations, if they are being met or if there are findings/
exceptions. Examples include SOC 1 and SOC 2 reports, insurance 
certificates, and vulnerability and penetration testing.

In addition to the two broad categories above, other considerations 
for monitoring include:

 � Measurement or tracking of service level agreement or key 
performance indicator requirements.

 � Consider a central system for storing, managing, and reporting 
on vendor-related information and documentation.

 � Updating the vendor questionnaire or assessment.

 � Review of contract terms and conditions as well as contract 
expirations.

 � Ensure that key security controls are in place to avoid further 
vulnerability, especially when handling sensitive information, 
such as personally identifiable information (PII) or protected 
health information (PHI). Understand how the network and 
user environments are secured (i.e., multi-factor, encrypted 
devices, multi-factor access, secure virtual private network 
(VPN) access, etc.).

 � Review of the vendor’s incident response, business continuity, 
and disaster recovery plans and tests.

 � Sign up for alerts or search keywords in the news for any 
updates, including incidents/breaches

 � Review attestation reports noted above on a frequency that 
aligns with the risk ranking. For any exceptions, document 
your acceptance or what was done to further investigate the 
finding.

 � Hold cadence calls/meetings with vendors to discuss changes 
to their and your business, concerns, issues, or results of 
monitoring. Document meeting minutes and who attended.

If you do find areas of concern during monitoring, ensure that 
there is a plan to address, mitigate, and/or remediate such areas. 
Likewise, if a material concern (data breach, major service failure, 
etc.) arises, these concerns will require adjusting risk ranks and 
monitoring frequencies. Regular monitoring of vendors is essential 
to a robust TPRM program and will improve your risk posture and 
reduce uncertainty.

Risk management and governance require great attention 
throughout the entire third-party relationship. Don’t have the 
resources internally to perform the needed vendor management 
processes? Do it thoroughly but efficiently with FoxPointe 
Solutions. For more information on where we may help establish, 
augment, or manage vendor processes, please contact Charlie 
Wood at cwood@foxpointesolutions.com.
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